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MYHUIIUITAJIBHOE BIO/KETHOE YYPEXKJIEHUE LHEHTP
JOINOJIHUTEJIBHOI'O OBPA30OBAHUA «<MHTEJIJIEKT»
I'"®EOJOCHUH PECITIYBJIMKU KPBIM

NHOOPMALIMOHHASA TAMATKA
AJIAA OBYHAIOIUXCA 1JIAA PASMEIIEHUA
HA OOUIIUAJIBHBIX UHTEPHET-PECYPCAX

C Kax/bIM TOZIOM MOJIOJEKU B MHTEPHETE CTAHOBUTHCSA OOJIbLIE, a MIKOJbHUKU OJHU W3
caMbIX AaKTHBHBIX Iosib30BaTeneli PyHera. Mexay TeM, NMOMHMO OIPOMHOIO KOJIMYECTBa
BO3MOXKHOCTEH, HHTEPHET HECeT U HpoOJeMbl. DTa MaMsTKa J0/DKHA IOMOYb Tebe 0e30macHo
HaXOJUThCS B CETH.

KoMnbroTepHbie BUPYCHI

KoMIproTepHslil BUPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTpaMM, OTIIMYUTEIBHON
0COOEHHOCTBIO KOTOpOM SIBJISIETCS CIIOCOOHOCTh K pPa3MHOXKEHMIO. B /omonHeHue kK 3Tomy,
BUPYCHl MOTYT TMOBpPEAMTh MJIM IIOJHOCTBIO YHUYTOXUTh Bce (Gailiel U JaHHbIE,
MOJIKOHTPOJIbHBIE MTOJIB30BATENI0, OT UMEHHM KOTOPOTo Obljia 3aIylleHa 3apakKeHHasl IporpaMma,
a TakXe MOBPEIUTh WIM JIa)Ke YHHUUTOXKUTH OINEPALMOHHYIO CHCTEMY CO BceMu (Qaiimamu B
1e’aoM. B 60bIIMHCTBE CllydaeB pacpOCTPaHSAIOTCS BUPYChI Yepe3 UHTEPHET.

MeTopl 3aIUThI OT BPEAOHOCHBIX IMTPOTPaMM:

1. I/ICHOHBSYﬁ COBpPCMCHHBIC OIICPAINOHHBIC CUCTEMBbI, HMCIOIIUC CGpLG?:HBIfI YPOBCHB
3alIWUTEI OT BPCAOHOCHBIX IIPOrpaMm;

2. TlocrosiHHO ycTaHaBiuMBail mauTu (UUGPOBBIE 3aIJIATKU, KOTOPbIE aBTOMATHUECKU
YCTAQHABJIMBAIOTCS C IeNbI0  J0opa0OTKM MporpaMMbl) M JIpyrHe OOHOBIIEHUS CBOEH
omepanroHHo cucteMbl. CKkaunBail UX TOJIBKO ¢ ouIMaIbHOTO caita pazpadorunka OC. Ecnu
CYIIECTBYET PEKHM aBTOMAaTHUYECKOTO OOHOBIICHUS, BKIIIOYH €T0;

3. Paboraii Ha cBOEM KOMIbBIOTEpE MO MpaBaMH IOJB30BATEIs, & HE aJIMUHUCTPATOpA.
DTO HE TMO03BOJUT OOJIBIIMHCTBY BPEAOHOCHBIX NPOTPaMM HMHCTAJUTMPOBATHCS HA TBOEM
MEPCOHATLHOM KOMITBIOTEPE;

4. Mcnonp3yil aHTUBUPYCHBIE MPOrPAMMHBIE NPOAYKTHI M3BECTHBIX NPOU3BOJMTENIEH, C
aBTOMATHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyp (HU3HYECKHIA JOCTYH K KOMIBIOTEPY I TOCTOPOHHUX JIMIL;

6. Vcnonp3yil BHEIIHUE HOCUTENW MH(GOpMallMHU, Takue Kak (uemika, AUCK WK (ailn u3
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HUHTCPHETA, TOJIBKO U3 IPOBECPCHHBIX NCTOYHUKOB,

7. He oTKpbIBail KOMITBIOTEpHBIE (DaliIIbl, TOyYeHHBIE U3 HEHAE)KHBIX HCTOYHUKOB. J{axe
Te (paiibl, KOTOpBIE MpHUCIIAT TBOM 3HaKOMBIN. Jlydiie yTo4HH y HEro, OTHpaBIIsI JIM OH Te0e UX.

Cerun WI-FI

Wi-Fi - 3T0 He BuA nepeiauu JaHHbBIX, HE TEXHOJIOTHS, a BCEro JIUIIb OpeHa, Mapka. Ee B
1991 romy Hupepmanickas kommaHus 3apeructpupoBana Openn "WECA", uro o6o3nauaino
cioBocoueTanue "Wireless Fidelity", koTopslii nepeBoauTcs Kak "0ecrpoBoiHasi TOUHOCTB'.

Jlo Hamero BpeMeHM JomUIa Jpyras abOpeBuaTypa, KOTOpasl SBISETCS TaKOW Ke
TexHosoruei. Ito aboperuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM Ha CTaHIAPT
BhICIIIEH 3BYKOBOM TexHuku Hi-Fi, uTo B mepeBoje o3Havyaet "BhICOKAst TOYHOCTH'.

Jla, OecrulaTHBI MHTEPHET-IOCTYI B Kade, OTEISIX M a’dporoprax SBISETCS OTIHYHOU
BO3MOXXKHOCTBIO BBIXOJIa B UHTEpHET. HO MHOTHE SKCTepThl CUUTAIOT, YTO o0mienocTynHbie Wi-
Fi cetn He aBagroTCst O€30IIaCHBIMU.

CoBeThl 10 6€30IacHOCTH PaObOTHI B 00IIEAOCTYITHBIX ceTsax Wi-fi:

1. He mnepenaBaii cBoro auuHyi0 uHpopMmanuio uepe3 oOmenoctynHeie Wi-Fi cetu.
Pa6OTa$I B HHUX, KXCJIAaTCJIbHO HC BBOAUTH MAPOJIM AOCTYIIA, JIOTUHBI U KAKHC-TO HOMEPA,

2. Ucnonp3yit 1 OOHOBISII aHTUBHPYCHBIE MpOorpaMMbl U Opanmmayep. Tem cambiM ThI
o0e3onacuib ceds 0T 3aKaYKU BHpYCa Ha TBOE YCTPOICTBO;

3. Ilpu wucnons3zoBanuu Wi-Fi otkmoun ¢ynkuuo "OOmmii goctyn Kk daitnam u
npuntepam”. JlanHas QyHKOMSA 3aKpeiTa MO yMOJYAHHIO, OJHAKO HEKOTOPBIE ITOJIB30BATEIN
aKTUBHPYIOT €€ JIJIs y100CTBa HCII0JIb30BaHMs B paboTe win yueoe;

4. He ucnons3yit myonuuneiii WI-FI nns mepenaum JAWUYHBIX JAHHBIX, HAmpuUMep IS
BBIXO/Ia B COLMAJIbHBIE CETH UJIU B JIIEKTPOHHYIO [IOYTY;

5. Ucnone3yil Tonpko 3amuieHHoe coequHenue depes HTTPS, a ne HTTP, T.e. mpu
Habope BeO-aapeca BBoau nMeHHO "https://";

6. B moOunsHOM Tenedone otkimoun ¢pynknuto "Tlonkmouenne k Wi-Fi aBromatudecku'.
He nomyckaif aBToMaTH4eCKOTO MOIKIIFOUEHUS YCTpOoiCcTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.

CoumnajabHble CeTH

ConmanbHbIe CETH aKTUBHO BXOST B HAIIy KH3Hb, MHOTHE JIIOAU paOOTAIOT U )KUBYT TaM
noctosiHHO, a B Facebook yxe 3apeructpupoBaH MuIIMap] 4YE€IOBEK, YTO SIBISIETCS OJHOU
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CG,[[LMOﬁ BCEX JKUTENIEH IIaHeThl. MHOTHME IOJIb30BaTEIN HE INOHUMAKOT, 4YTO I/IH(I)OpMaI_II/ISI,
pasMECIICHHAasA UMHU B COLOMAJIBHBIX CETAX, MOXKCET OBITE HafmeHa M HUCII0JIb30BaHa KEM YroJaHo, B
TOM YHCJIC HE 00s3aTEIbHO ¢ OJIaruMu HaMCPCHUAMU.

OCHOBHBIE COBETHI IO 0E30IMACHOCTU B COLUAJIBHBIX CETIX:

1. Orpanwub CcnucoK aApy3ed. Y TeOs B JPy3bsAX HE ITOJDKHO OBITh CIy4aWHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3ammmail cBOO 4acTHYIO M3Hb. He ykasbIBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXIEHUS U JPYI'YH JUYHYI0 HHGOpMAalMIO. 3JI0yMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh Jaxke
WH(POPMAIIHIO O TOM, KaK Thl M TBOM POAMTENH IUIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3amuiiail CBOI0 pernmyTamnuio - JEPKH €€ B YUCTOTE U 3aJaBail cebe BOMpPOC: XOTeN OBl
ThI, 4YTOOBI IPYTHE MOJIb30BATEIN BHUJIETH, YTO ThI 3arpyxkaenisb? [lomgymaii, npexae 4eM 4To-To
OITy0JIMKOBAaTh, HAIIKCATh M 3arPY3UTh;

4. Ecny Thl TOBOPHILB C JIFOJbMH, KOTOPBIX HE 3HAEIIh, HE UCMOJIb3yH CBOE PEATIbHOE UMS
U APYTYIO TNYHYI0 UH()OPMAIIMU: UM, MECTO KHUTEILCTBA, MECTO Y4eObI U IpoYee;

5. M3beraii pasmenienns ¢otorpaduii B IHTEpHETE, T/Ie THI N300paKeH HA MECTHOCTH, TIO
KOTOPOH MOYKHO OTIPEICIUTh TBOEC MECTOIOIOKCHHUE;

6. Ilpu peructpaiuu B COIMAILHON CETH HEOOXOAMMO HCIIOJIB30BATh CIIOXKHBIE MapOJIH,
cocTosimue u3 OykB ¥ U(Pp U ¢ KOJTUIECTBOM 3HAKOB HE MEHee §;

7. Jns comumanbHOM CETH, MOYTHI U JIPYTUX CAWTOB HEOOXOAMMO HCIOJIB30BAaTh Pa3HBIC
naponu. Torga ecnu Te0s B3IIOMAIOT, TO 3JIOYMBIIIJICHHUKHU TOTy4YaT JOCTYI TOJBKO K OJHOMY
MECTy, a HE BO BCE Ccpa3y.

DJIeKTPOHHbBIE IeHbIH

BHGKTpOHHBIe JACHBI'M - 3TO OYCHb y,I[O6HBII>i cIocoo HJIaTC)KCI\/'I, OHAaKO CYHICCTBYIOT
MOIICHHHUKH, KOTOPBIC XOTAT MOJYUYUTh 3TU ACHBI'U.

BJ'IGKTpOHHI)Ie JCHBI'M IIOABHJIMCH COBCEM HCAABHO M HMMCHHO H3-3a O3TOrO BO MHOTHUX
rocyaapcCTBax 40 CUX IIOP HEC NPOIHNCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (yHKIMOHHUPYIOT U O HUX yXe IPONKCAHO B 3aKOHE, I1e UX pa3AeisioT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHMMHBIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemaercs TIPOBOANUTH Onepanuud 0e3 WACHTU(HUKAIMKU I0JIb30BaTeNs, a B
HEaHOHUMHBIX UIEHTHU(PUKALMS [T0JIb30BaTENs ABIsETCS 0053aTEIbHOM.

Taxoke CJICAYCT pas3jindaTb 3JJICKTPOHHBIC (I)I/IaTHBIe JACHBI' (paBHBI rocyaapCTBE€HHbBIM
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BaJIOTaM) M 3JIEKTPOHHBIC HE(pUATHBIE IEHBIU (HE PaBHBI TOCYJapCTBEHHBIM BAJIIOTaM).
OcHOBHBIE COBETHI IO O€30IMaCHON paboTe ¢ NEKTPOHHBIMH JE€HBIAMU:

1. IpuBsku K cueTy MOOWIBHBIA TenepoH. DTO camblii yIOOHBIH M OBICTPBIN CITIOCOO
BOCCTaHOBUTH JOCTYN K cueTy. llpuBsizaHHbIi TenedoH MOMOXKET, ecnu 3alynenrb CBOMH
IJIATEKHBINA MAPOJIb WM 3aielIb Ha CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonw3yii ogHOpasoBbie mapoiu. [lociie mepexona Ha yCUIIEHHYIO aBTOPH3ALUI0 TeOe
yke He Oy/IeT yrpoKaTh OMaCHOCTh KPa)k¥l UJIH TepeXBaTa MIaTeKHOTO MapoJIs;

3. BeiGepu cinoxHbIil mapois. [IpectynmankaM OyaeT He MPOCTO yraiaTh CIOKHBINA Mapoib.
HanexwHble mapoiu - 3TO mapoiiu, KOTOpble COJAepkKaT HEe MeHee 8 3HAKOB U BKIIOYAIOT B cels
CTPOYHBIE U INPONUCHBIE OYKBBI, HU(PPHI U HECKOJIBKO CHUMBOJIOB, TaKM€ KaK 3HaK J0JuIapa,
¢byHTa, BOCKIMIATENbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJM CBOM JTMYHBIC JAHHBIC HA CalTaX, KOTOPBIM HE JJOBEPSCILb.
DJIEeKTPOHHAasI 10YTA

ONeKTpOHHas MOYTa - 3TO TEXHOJIOTHS M IPEJOCTABISEMbIE €0 YCIYTd MO0 NEPECHUIKE U
MOJIYUEHHUIO JJIEKTPOHHBIX COOOILICHHM, KOTOpbIE pacCHpelessiioTCs B KOMIIBIOTEPHOH CeTH.
OO6bIYHO 3JIEKTPOHHBIN MMOYTOBBIN SIITUK BBITJISIAUT CJIEAYIOIUM obpazom:
UMs_TIOJIb30BaTeNsI(@uUMs_JIoMeHa. Taike Kpome Tmepenadyd MpoCTOro TEKCTa, HMeeTcs
BO3MOKHOCTb I€pe1aBaTh (Paiisbl.

OCHOBHBIE COBETHI 110 0€30IMaCHOI paboTe C AICKTPOHHOM MTOYTOM:

1. Hago BBIOpaTh MpaBWIIBHBIA MOYTOBBIA CEPBUC. B MHTEpHETE €CTh OTPOMHBIN BBIOOD
OeCTIaTHBIX MMOYTOBBIX CEPBUCOB, OJHAKO JYUIIlEe JOBEPATH TEM, KOTO 3HACIIb M KTO TIEPBBIN B
peuTHHTE;

2. He yka3piBail B JMYHON moure JUYHYI0 MHpopmauuio. Hanpumep, aydmie BbIOpaTh
"My3bIKaJIbHBIA _(aHaT@" nan "pok2013" BmMecTo "temal3";

3. Ucnonp3yil IBYXITAIHYI0 aBTOPHU3AIMIO. DTO KOT/AAa MOMHUMO MapoJisi HY>)KHO BBOJUTH
KOJI, IpHchbLIaeMblil o SMS;

4. BpiOepu cioXHBIA Taposb. s KaXI0ro MOYTOBOTO SIIWKA JOJDKEH OBITh CBOM
HAJIeKHBIM, YCTOMUMBBIN K B3JIOMY 1apOJib;

5. Ecnu ecTb BO3MOXKHOCTh HAalMCAaTh CaMOMY CBOW JIMYHBIM BOMPOC, UCIOJB3YH 3Ty
BO3MOYHOCTb;
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6. HMcnonb3yil HECKOJBKO IMOYTOBBIX SIIUMKOB. I[lepBbIM [isi YacCTHOW MEPENUCKH C
azpecatamMu, KOTOPBIM ThI JIOBEPsCIb. DTO AJIEKTPOHHBIA aJIpec HE HaI0 HCIOJIb30BaTh MPHU
perucTpanuu Ha (opymax U cairax;

7. He otkpbIBaii (haiiiisl U Apyrue BIOKEHUS B MIUCHMAX, Ta)Ke €CJIM OHU MPHUIILIA OT TBOUX
npysei. Jlydie yTouHu y HUX, OTIPABIISUIH JTU OHU TeOe 3T (aiiibl;

8. Ilocne oxoHuUaHUs1 pabOTHI HAa MMOYTOBOM CEPBUCE IMEpeN 3aKPhITHEM BKIIAJKU C CAUTOM
He 3a0yap HaXXaTh Ha "Beiidtu".

Kun6epOy uiMHT WM BUPTYaJibHOE U31€BaTe1bCTBO

KubepOynmnuHr - npeciieqoBaHue COOOIMICHUSIMH, COJIEPKAIUMH OCKOPOJICHHUsI, arpecCHlio,
3alyTUBAaHUE; XYJIUTAaHCTBO; COLMATbHOE OOMKOTHPOBAHHE C TIOMOIIBIO PA3MYHBIX WHTCPHET-
CEpPBHUCOB.

OcHOBHBIE COBETHI IO OOPBOE ¢ KUOEPOYIIITMHIOM:

1. He 6pocaiics B 60ii. Jyummmii crioco0: MOCOBETOBATHCS KaK ceOsi BECTH U, €CIIM HET TOTO,
K KOMY MOXHO OOpaTHTbCi, TO BHadajleé YCIOKOUThCS. Ecium Thl HayHellb OTBEYaTh
OCKOpOJICHUSIMU HA OCKOPOJICHHSI, TO TOJIBKO eIl OOJIbIIe pa30AIKelTh KOH(PIUKT;

2. Yupasunsii cBoel KubeppermyTarmei;

3. AHOHMMHOCTH B ceTd MHHUMas. CyIIecTBYIOT CHOCOOBI BBISICHHTH, KTO CTOWUT 32
AHOHHMMHBIM aKKayHTOM;

4. He cTOUT BeCTH XYJIUTaHCKUNA 00pa3 BUPTyallbHOW >KM3HU. VHTEpHET (UKCUpYyeT Bce
TBOM JICHCTBUSA U COXPAHSET UX. Y TAUTh UX OyAET KpaitHe 3aTpyTHUTEIHHO;

5. CoGnroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit equHu4HbI HeratuB. OAHOpPA30Bble OCKOPOMUTEIbHBIE COOOILICHUS JTyYllle
UrHopupoBaTh. OOBIYHO arpeccust MPEeKpaIlaeTCcs Ha Ha4YaJIbHOW CTalny;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSMH, B COIMATBHBIX
CETSIX €CTh BO3MOXKHOCTH OJIOKMPOBKH OTIIPABKU COOOIICHUN C ONPEACTICHHBIX aIPeCOB;

8. Ecmum Tb1 cBumerens kuOepOymuinHra. TBoW JEHCTBHA: BBICTYNHTH IPOTUB
IpecyieoBaTens, M0Ka3aTb €My, 4TO €ro JEHCTBUS OLEHUBAIOTCS HETaTUBHO, IOJAJEP)KATh
KEpPTBY, KOTOPOH HYXHA IICHXOJOTHYECKass TIOMOIIb, COOOIINUTH B3pOCIHBIM O (akTe
arpecCUBHOIO IOBEJIEHUS B CETH.

MoOubHbI TeJ1e(oH
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CoBpeMeHHbIe cMapT(OHBI U TUTAHIIIETHI COAEPIKAT B ceOe BMOJIHE B3POCIbIN (YHKIIMOHAT,
U Temepb OHM MOTYT KOHKYPHPOBATh CO CTAlMOHAPHBIMH KoMIbioTepamu. OJHAKO, CPEICTB
3aIIUThI IS TOJ00HBIX YCTPONCTB MOKAa OYEHb Maylo. TeCTUpOBAaHUE U MOMCK YSI3BHUMOCTEH B
HUX TPOUCXOJIUT HE TaK MHTEHCUBHO, kKak anst IIK, To ke camoe KacaeTcss U MOOMIIBLHBIX
MPUITOKEHUMN.

CoBpemeHHbIE MOOUIIBHBIE Opay3epbl YK€ MPAaKTHYEeCKH JIOTHAU HACTOJbHBIE aHAJIOTH,
OJTHAKO paciupeHue (yHKIMOHAIa BIEYET 3a CO0O0M OONBIIYIO CIOXHOCTH M MEHBIIYIO
3aIMILIEHHOCTb.

Jlaneko He Bce MPOU3BOIUTENN BBIMYCKAIOT OOHOBJICHHSI, 3aKPHIBAIOIINE KPUTHYECKUE
YSI3BUMOCTH JIJIsl CBOMX YCTPOUCTB.

OCHOBHBIE COBETHI J1s1 6€30MaCHOCTH MOOMIIBHOTO TenedoHa:

Huuero He saBisercs [MOo-HacCTOoALIICMY OeCILIaTHBIM. BYI[B OCTOPO’KCH, BCIb KOrJga Tebe
npeajararoTt OecIIaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBIThI KAKHUC-TO IJIATHBIC YCIYT'H,

Hymaii, mpexae ueM otrpaButh SMS, dhoTo wim Buaeo. Trl TOUHO 3HACIb, TJI€ OHU OYIyT
B KOHEUHOM uTOre?

Heo0xo1umMo 0OHOBIIATE ONEPAIIMOHHYIO0 CHCTEMY TBOETO cMapT(hoHa;
Hcnonb3yii aHTHBHPYCHBIC TPOTPAMMBI JIJIsl MOOMIIBHBIX TeIe()OHOB;

He 3arpy>1<a171 IMPUIIOKEHUA OT HEU3BCCTHOI'O HMCTOYHHUKA, BCAb OHHM MOT'YT COACPKATDH
BPCAOHOCHOC ITPOrpaMMHOC 066CHG‘I€HI/I€;

[Tocme TOoro Kak THI BBIMACIIL C CaiTa, TJe BBOAWJ JIMYHYIO HWH(OpMAIHIO, 3aiau B
HAcCTpOWKH Opay3epa u yaanu cookies;

HepI/IOJ:[I/I‘-ICCKI/I HpOBCprI, KaKHUC IJIATHBIC YCIIYI'M aKTUBUPOBAHBI HA TBOCM HOMCPE;

JlaBaii cBoif HOMEp MOOHMIIBHOTO Tesie(hOHA TOJBKO JIIOJSM, KOTOPBIX ThI 3HACUIb H KOMY
JOBEPSCID;

Bluetooth momxen ObITh BBIKIIIOUEH, KOTJIa Tl UM HE TMOJb3yelibcsi. He 3a0biBail nHOTIA
MIPOBEPSITH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO KpPacOYHbIE, 3axXBaThIBAIOIME pa3BICUYCHUS,
OOBEANHSIIONINE COTHU THICSAY YEJIOBEK MO BceMy MHUPY. VIrpOKU UCCIENYIOT JaHHBIA UM MHUD,
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00MIAIOTCS APYT C APYrOM, BBIMONHSIOT 33JaHUSI, CPAXKAIOTCS C MOHCTPAMH U MOIYYalOT OTIBIT.
3a yIOBOJBCTBHUE OHHU IUIATAT: MOKYMAIOT TUCK, OIJIAUYMBalOT aOOHEMEHT WM IPHOOpeTaroT
KaKue-TO OMIHUU.

Bce st cpeactBa uayr Ha NOJAEpKaHUE M pPAa3BUTHE WIPhl, a TAKKE Ha camy
0€30I1aCHOCTb: COBEPLICHCTBYIOTCS CHCTEMbl aBTOPU3ALlMM, BBIIYCKAIOTCS HOBBIC MaT4U
(umpoBbIe 3aMIaTKH I IPOTPAMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B l'IOI[O6HI>IX urpax CTOHUT OIacaTbCsa HE CTOJIBKO CBOMX COIICPHHUKOB, CKOJIBKO KpaXXu
TBOCTO MMapoJid, Ha KOTOPOM OCHOBAHA CUCTEMA aBTOPU3AlIUN OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30IMaCHOCTH TBOETO HUI'POBOT'O aKKayHTa:

1. Ecnmu npyroit urpok BeneT ceOs MIOXO0 WIM CO3JaeT TeOe HENMPHUSTHOCTH, 3a0JOKUpPYH
€ro B CIIICKE UTPOKOB;

2. INoxanyiicss aMUHUCTPATOPaM UIPhl Ha IJI0XO€ MOBEJEHUE ITOTO UTPOKA, KEJIATEIBHO
MIPUIIOKUTH KaKHe-TO JI0Ka3aTeJIbCTBA B BUE CKPUHOB;

3. He yka3biBaii 1uuHyi0 HHPOpMAIUIO B Ipodaiiie Urpsl;
4. YBaxkall Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeOUIIMAIBLHBIC TATYH U MOJIBI;

6. Mcnonp3yil clokHbIe U pa3Hble aposy;

7. Jlaxke BO BpeMsl WIpbl HE CTOMT OTKIIOYaTh aHTHUBUpYC. [loka Thl Wrpaemib, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIHUHT WA Kpaka JUYHbIX TaHHBIX

OObIUHOM Kpaxkeil JeHer M JOKYMEHTOB CEroJHS YK€ HHKOro HE YAMBHIIb, HO C
pasBUTHEM HWHTEPHET-TEXHOJIOTUH  3JOYMBIIIJICHHUKH MEPEMECTHIINCh B HMHTEPHET, U
MIPOIOJDKAIOT 3aHUMAThCS "MIOOUMBIM" 1€7I0M.

Taxk mosiBUIIaCh HOBasi yrpo3a: MHTEPHET-MOIIEHHHYECTBA WM (DUIIUHT, TJIABHAS IIETh
KOTOPOI'O COCTOUT B IOJy4YEHHH KOH(DUIEHIMAJIbHBIX MAHHBIX IOJb30BaTeNIeH - JOIMHOB U
naposieii. Ha anrmuiickoMm si3pike phishing untaercs kak ¢ummuar (ot fishing - peiOHas moBs,
password - maposib).

OcHOBHBIE COBETHI IO OOpHOE ¢ PUITHHTOM:

1. Crenn 3a cBOMM akkayHTOM. Eciu ThI MO03peBaeiiib, 9To TBOSI aHKETa ObLIa B3JIOMaHa,
TO HEOOXOAMMO 3a0JIOKHPOBATh €€ U COOOLIUTHh aIMUHUCTPATOPAM pecypca 00 3TOM KaK MOKHO
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2. Ucnonp3yii Ge3omacHbie BEO-CalThl, B TOM YHCIIE, HHTEPHET-Mara3uHoOB U MOUCKOBBIX
CHUCTEM,;

3. Hcnonb3yii cloxkHble W pa3Hble maponu. Takum oOpa3om, eciyd TeOs B3JIOMAIOT, TO
3TIOYMBIIIJICHHUKY TIOTYYaT JOCTYI TOJBKO K OJJHOMY TBOEMY MPO(DUITIO B CETH, a HE KO BCEM;

4. Ecnu 1e0s B31OMaIH, TO HEOOXOAUMO MPEAYINPENUTh BCEX CBOUX 3HAKOMBIX, KOTOpHIE
n00aBIeHBI Y TEOS B IPY3bsX, O TOM, U4TO TeOs B3JIOMAaJIH U, BO3MOXKHO, OT TBOEIO UMEHHU OyJeT
pacchlIaThCs ClIaM U CChUIKU Ha (PUIIMHTOBBIE CalThI;

5. Ycranosu HanexHsbIi naposs (PIN) Ha MoOMIIBHBIN TenedoH;
6. OTK/II0UM COXpaHEHUE Napoiist B Opaysepe;

7. He otkpbIBaii (haiiiiel U ApyTHe BIOKEHUS B MIHCHMAX, JTa)KE €CJTH OHU MPUIILTA OT TBOUX
npys3eil. JIydiie yTouHu y HUX, OTHPABIISUIN JIM OHU Tebe 3TH (paitibl.

udposas penyranus

[udpoBast penyranus - 3TO HeraTMBHAs WIM MO3UTHBHAs MHpOpManus B ceTH o Tele.
Komnpomerupyromas: nHpopmanus, pasMenieHHass B MHTEPHETE, MOXKET CEpbe3HBIM 00pa3oM
OTpa3uTbCs Ha TBOEW peasbHOW ku3HU. "Lludposas penmyranus" - 3T0 TBOM UMMIK, KOTOPBIN
bopmupyercst u3 nuHGOpMaIUK 0 TeOe B UHTEPHETE.

TBoe MecTo JKUTeNbCTBA, Y4eObl, TBO€ (PMHAHCOBOE TMOJOKEHHE, OCOOCHHOCTH XapaKkTepa u
pacckasbl 0 OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue MmoxpOCTKH JIETKOMBICJICHHO OTHOCSTCS K IyOJHMKamuu JUYHON HH(OpManuu B
WuTepHere, HE MOHUMAs BO3MOXKHBIX IOCIEACTBUM. ThI 1ake HE CMOXEIIb A0raJaTbCs O TOM,
4To (hororpacus, pasMeIieHHas 5 JIeT Ha3ajl, cTajla NIPUYMHOM 0TKa3a IPUHATH TeOs Ha paboTy.

KommenTapuu, pasmemenue TBoux (otorpaduii U Ipyrue ACHCTBUS MOTYT HE HCUYC3HYTh
Ja)ke MOCJIe TOT0, KaK Thl UX yOaNullb. Thl HE 3HACIIb, KTO COXPAHUI ATy HHPOPMAIIUIO, TToTaa
J1 OHA B IOMCKOBBIE CHUCTEMbl M COXpaHWJIACh JIM OHA, a IJIABHOE: YTO MOAYMAalT O Tebe
OKpYKaroIlKe JI0JI, KOTOPhIe HAWIYT U YBUIAT 3To. HaliTn mH(MOpMALMIO MHOTO JIET CIYCTS
CMOXET JIF0OOM - Kak M3 JAOOPBIX MOOYXKICHHH, TAK U ¢ HAMEPEHHEM NPUYHUHUTH Bpeld. DTO
MOJET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI IO 3alIUTEe U(POBOI permyTaryu:

1. IMogymaii, mpexae 4eM YTO-TO MYOJMKOBAaTH W TiepeaaBaTh y cels B Oiore wid B
COIIMAJIbHOM CETH;
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2. B Hactpoiikax mpo¢uis ycTaHOBH OTpaHUYEHHUsS HA MPOCMOTP TBOETO MPOUIS U €ro
COJIEPIKUMOTO, C/IeJIal €ro TOJNBKO "mist npy3ei';

3. He pasmemaii u He ykas3biBail MH(pOPMALHIO, KOTOpPas MOXKET KOro-aubo OCKOpOIsATh
WY OOMXKATh.

ABTOpCKOe NPaBo

CoBpeMeHHBIE MKOJIBHUKH - AKTUBHBIC TTOJIb30BaTEH IIU(POBOTO MpocTpancTBa. OmHAKO
JIAJIEKO HE BCE 3HAIOT, YTO IMOJIb30BAHHE MHOTUMH BO3MOXKHOCTSMHU ITU(PPOBOrO0 MUpa TpeOyeT
COOJTIOICHHMSI TTPaB HAa MHTEJUICKTYIbHYIO COOCTBEHHOCTb.

Tepmun '"uHTENINEKTyanbHasi COOCTBEHHOCTBH" OTHOCHUTCS K PAa3JIMYHBIM TBOPEHUSIM
YeJI0BEYECKOro yMa, HauMHasi ¢ HOBBIX M300peTeHUH U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, M 3aKaHYMBas KHUTaMu, ¢ororpadusMu, KuHOPUIBMAMH H
MY3BIKQJIbHBIMU POU3BEICHUSIMHU.

ABTOpCKHE TIpaBa - ATO MpaBa HAa WHTEIUIEKTYaJbHYIO COOCTBEHHOCTh Ha TPOM3BENEHUS
HayKH, JINTEPATYPHI U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KA4€CTBE FapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBII/TBOPUECKUN TPyA aBTOpa HE OyIeT HampacHbBIM, JAaCT €My CIIPaBEJINBbIC
BO3MO’KHOCTH 3apaboTaTh Ha pe3ylbTaTaX CBOErO TpyJa, NOJYyYUTh U3BECTHOCTh U NMPU3HAHUE.
HukTo 6e3 pa3zpemieHust aBTopa He MOYKET BOCTIPOU3BOAMTE €T0 NMPOU3BEICHHE, PACTIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MpPOAABATh, HWMIOPTHPOBATH, IMyCKaTh B MpPOKAT, MyOIMYHO
WCTIOJHATD, IIOKA3bIBATH/UCTIOMHST B AHpe WU pa3Memiats B IHTepHeTe.

Hcnonp3oBanue "mupaTtckoro" mporpaMMHOTO OOECIIeUeHHUsT MOKET MPUBECTH K MHOTUM
pUCKaM: OT MOTEpHU JAaHHBIX K TBOMM aKKayHTaM 10 OJOKHPOBKH TBOETO YCTPOWCTBA, TJIe
yCTaHOBJICHA HeJleTaJ bHas mporpamMma. He cTOMT Taxke 3a0bIBaTh, UTO CYIIECTBYIOT JIETAIBHBIC
1 OecriaTHbIE IPOrPaMMBbI, KOTOPBIE MOKHO HAWTH B CETH.
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